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MICROBIAL FORENSICS: A NEW FORENSIC DISCIPLINE

ABSTRACT
In microbial forensics, researchers work to track down the source of a microbe, whether in a criminal

investigation of bioterrorism attacks or a study of naturally occurring disease outbreak. It is interplay of
classical microbiology, microbial genomics, phylogenetics and bioinformatics. Although microbes have
been used as weapons for centuries, the anthrax letter attacks of 2001 generated great terror in the
public and revealed the need to establish "attribution."  The benefit is that it might deter at least some
potential terrorists and also help in tracing natural outbreaks of disease. Microbial forensic data must hold
up not only to the scrutiny of scientists in the health care community, but also to the scrutiny of judges and
juries and national policy and decision makers. It poses a great challenge to develop newer techniques as
the present techniques like gene sequencing, hybridization, microarray, spectrophotometry, PCR etc. are
inadequate. A national microbial forensics plan needs to be developed.
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INTRODUCTION
As early as 1995, it was suggested that the

investigation and solution of bioterrorism events
would rely heavily on forensic science. It was
predicted because of the view that such events
could be readily perpetrated without the availability
of eyewitnesses, concerned citizen reporting,
records available for review and analysis, or
serendipitous or purposeful intelligence or
evidence. It is from these sources of information
that law enforcement usually conducts
investigations, makes arrests, and disrupts,
prevents, or deters crime. The prediction was also
based on the expectation that someday one or a
small number of skilled individuals would succeed
in such an operation, by possessing knowledge and
materials, employing tight operational security, and
using subtle means during the preparation and
dissemination of a biological agent[1].

Definition
Microbial forensics is a scientific discipline

dedicated to analyzing evidence from a bioterrorist
attack, biocrime or inadvertent microorganism/toxin
release for attribution purposes (who was
responsible for the crime) [2] or It can be defined

as the detection of reliably measured molecular
variations between related strains and their use to
infer the origin, relationships, or transmission route
of a particular isolate or forensic sample[3].  The
definition of microbial forensics is critical to its
success and the speed and effectiveness of its
critical path from concept to mature capability. The
word forensics itself has many lay meanings and
interpretations, which are often encountered in
discussions with and writings of "experts. The
founders of this new field have a unique opportunity
to state clearly what the field is and what it is not.
The definition of forensic science provided earlier
in this article may aid in this matter. Additionally,
the "boundary conditions" should be firmly
established as to how it will be practised and
explored and what "rules of engagement" and
expertise will be expected and required to do so.
The new discipline of microbial forensics is in the
process of being founded from an array of
established and emerging fields, such as classical
microbiology, microbial genomics, phylogenetics,
and informatics, and it should embrace lessons
learned from human DNA forensics and forensic
informatics. The large body of knowledge and
experience in forensic science itself should be
accessed and applied as well.
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Bioterrorism Agents
The concept of employing disease as a

weapon has existed for centuries. The low cost,
minimal barriers to acquisition, and potential impact
of biological agents as weapons have influenced a
number of countries to pursue biological warfare
(BW) throughout the 20th century. International
agreements, such as the Biological Weapons and
Toxins Convention (BWC), have arguably done little
to deter BW programs[4].

Biotechnology has had a profound effect on
biological warfare.

Conventional Agents; Historically, biological
warfare agents of concern have included a relatively
select group of pathogens and toxins, referred to
as traditional BW agents. Traditional BW agents
are all naturally occurring organisms or their toxic
products. From the perspective of a biological
warfare scientist, traditional BW agents have
serendipitously evolved a select group of traits:
toxicity, stability, and ease of production. However,
until recent decades, the serendipity that aided
researchers in choosing select organisms also
limited BW applications to the characteristics of
available agents. For example, environmental
stability, infectious dose, time to effect, clinical
progression, and lethality are all properties intrinsic
to candidate traditional agents that may limit their
utility for biological warfare. Most potential agents
are the Anthrax bacillus, Yersinia pestis, Botulinum
toxin, Variola (small pox) virus.

Genetically modified agents; with the advent
of recombinant DNA technology, researchers have
developed standard methodologies for altering an
organism's genetic makeup. Application of this
technology to enhance traditional biological warfare
agents has led to the classification of genetically
modified BW agents as a separate category of BW
agents. Examples of potential modifications include
antibiotic resistance, increased aerosol stability, or
heightened pathogenesis. Importantly, genetic
modifications may alter epitopes or sequences
used for detection and diagnostics, necessitating
that multiple points of reference be incorporated
into these systems and highlighting the need for
security regarding biodetection strategies.
However, genetically modified BW agents will
remain closely related to the parent agent at the

genetic level and should be generally identifiable
using traditional diagnostics.

Advanced biological warfare agents (ABW);
Technologies developed across multiple disciplines
in the biological sciences will have a profound global
impact and concurrently have the potential to
revolutionize biological warfare by facilitating an
entirely new class of fully engineered agents
referred to as advanced biological warfare (ABW)
agents. Emerging biotechnologies likely will lead
to a paradigm shift in BW agent development; future
biological agents could be rationally engineered to
target specific human biological systems at the
molecular level. This is a departure from the
traditional model of BW agent development, which
is focused on the naturally occurring agent, not the
target organism. Biological science trends hold
promise to change this, allowing BW agent
developers to identify biochemical pathways critical
for physiological processes and engineer specific
ABW agents to exploit vulnerabilities. These future
developments do not mitigate threats from
traditional BW advances In addition, biotechnology
will have applications supporting ABW
weaponization, dissemination, and delivery. Such
new agents and delivery systems would provide a
variety of new use options, expanding the BW
paradigm.

Impact of biotechnology on BW
The effect that biotechnology may have on

biological warfare threats facing both military and
civilian populations is graphically represented in the
Figure. The threat presented by traditional agents
has been increasing since the early 20th century
but eventually will level off because of two major
factors: (1) development of targeted medical
countermeasures probably will reduce threats
posed by current biological warfare agents, and (2)
the number of natural pathogens and toxins that
contain properties suitable for biological warfare is
finite. Like traditional agents, the threat posed by
genetically modified traditional agents eventually
will plateau partly because, ultimately, only a finite
number of properties and genetic modifications can
be used to enhance a traditional agent without
altering it beyond recognition of the parental strain
or serotype. Importantly, the large, yet finite, number
of potential genetic modifications may well
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represent a multiplicative threat relative to that
posed by the traditional agents; Unlike threats
posed by traditional and genetically modified
traditional agents, the capability-based threat posed
by ABW agents will continue to expand indefinitely
in parallel with advances in biotechnology.

Recent cases
Anthrax attack of 2001, in which spores of

the bacterium Bacillus anthracis, the cause of
anthrax, were disseminated via the mail. Microbial
forensics has led to some high-pro-file discoveries.
For example, sequencing of amplified viral
fragments from the dentist and the infected patients
supported the alleged transmission of HIV from a
Florida dentist to several patients[5]. Recently, using
multiple-locus variable number tandem repeat
(VNTR) analysis, the Aum Shinrikyo B. anthracis
bioterror strain was identified as the veterinary
vaccine strain, Sterne 34F26. Both criminal
investigation of bioterrorism attacks and studies of
naturally occurring disease outbreaks will continue
to be important applications of this technology. In
fact, in some cases, it is difficult at the outset to
distinguish mother nature from man as the
perpetrator: The investigation of the West Nile virus
outbreak in the northeastern United States in 1999
eventually revealed a single strain from birds and
humans in New York with greatest similarity to a
strain originally isolated from a dead goose in Israel,
leading to the conclusion that the outbreak was of
natural origin[7, 8].

Why is it important?
· It will help law enforcement to identify the source
of the evidence sample.  Evidence can stand to
the scrutiny of judges in the courtroom as well as
national decision and policy makers.
· Identifies perpetrators
· Prevents and deters biocrime
· One possible benefit is that having a well-prepared
response plan in place might deter at least some
potential terrorists.
· There have been cases in which infected people
have intentionally infected others and such cases
may well end up in court.
· A major benefit, however, is that much of the
outcome would also be applicable to tracing natural

outbreaks of disease.

Identification of key challenges and
recommendations for finding solutions[9]

Challenge #1: Collecting specimens at the
attack site

The first challenge is proper collection of
evidence at a site where the release of an infectious
microbe is suspected.

Challenge #2: Recognizing that an attack is
occurring and diagnosing the disease

In the case of the anthrax bioattack, the agent
responsible was identified almost immediately. In
other cases of intentional disease transmission, the
identity of the microbe being used in the attack may
not be apparent so quickly. This is where physicians
and other health care workers come in. The
physicians are the ones who will recognize,
diagnose and treat infected patients.

Challenge #3: Analysis of specimens
The next challenge is the analysis of the

specimens collected by first responders and by
microbiologists subsequently sent to the site.

Challenge #4: Validation -- quality assurance
and control

The next challenge is, in some ways, the most
formidable one, rigorously validating each analytical
method by establishing its limitations, its sensitivity,
and its reliability. Also important is the robustness
of a method
-- the assurance that the method can be used
successfully in many different laboratories and field
conditions, always giving the same results. The
credibility of analytical results relies absolutely on
proof that the analytical procedure has been
thoroughly vetted by experts.

Comparison with Forensic Human DNA
analysis practices

Similarities
The molecular biology technology that could

be used in microbial forensic applications (e.g.,
extraction of DNA/RNA materials from the
microbes, polymerase chain reaction (PCR)-based
methods of amplifying target regions of the
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genome, genotyping specific loci, or sequencing a
specific fragment of DNA/RNA, etc.) are similar to
that practiced in the human DNA forensics field.
Both the human forensic and microbial forensic
DNA analysis practices also have other features in
common, including the use of population
databases, the use of qualitative conclusions of test
results, and the application of Quality Assurance/
Quality Control practices.

Differences
However, there are several major differences,

particularly in the context of data interpretation that
should be noted before considering the application
of statistical approaches to microbial forensic DNA
cases. These differences may make database
structures and statistical methods used in human
DNA forensics applications inappropriate in the
context of microbe analysis. Budowle and
Chakraborty[10] described some of these
differences, which include: database size and
composition, statistical interpretation methods, and
confidence/ uncertainty in the outcome of an
interpretation. Because most bacteria and viruses
are haploid, the statistical approaches based on
diploid organisms, such as humans, do not apply.
Microbes primarily reproduce asexually and, thus,
are clonal in nature. Just like identical twins, clonal
samples may be genetically indistinguishable.
Therefore, it may not be possible to uniquely identify
a source based on genetics alone. Identifying the
mutation/ variant site that may have arisen in a
subsequent passage is not easily accomplished
without a costly whole genome sequence analysis.

Lineage based approach
Microbial forensic genetic evidence will more

likely be analyzed using a lineage-based approach.
In other words, sequence similarity and/or
genotypic match with microbes may only infer
common lineage instead of identity.

Ancillary evidence
Ancillary evidence, not quantifiable by means

of genetic principles, will likely be needed to
determine a unique source for the evidence (such
as chemical analysis of the sample matrix, isotope
analysis, morphology, traditional forensic analyses,
etc.). Horizontal gene transfer also occurs and gene

conversion approaches may be applicable. Effective
horizontal gene transfer and vertical gene transfer
statistical models, general and specific genome site
stability studies, near neighbour analyses, and
diversity studies[11 - 14] will enhance capabilities
to quantitatively assess the significance of lineage-
based comparisons.

The road ahead
A database needs to be created of all the

potential BW agents. This database must be
relational and fully secure. Additionally, this
database would have significant value for avoiding
duplicative research efforts, and for making current
information available on sequencing efforts and
typing methods [21].

Establish a National Program for Forensics
of Biological Weapons and Terrorism (NPFBWT)
and assign responsibility to a lead agency; assign
subordinate programs to performing agencies and
organizations.

Build an educated constituency for microbial
forensics with leading policy makers, senior agency
managers, key national scientific institutions and
organizations, and experts.

Assess current capabilities, gaps, and needs,
and use the report as a basis for the national
investment strategy.

Develop and publish a national strategy and
plan for the NPFBWT, which will be shepherded
by a single cabinet-level agency, and resource the
program for success over a sustained period.

Organize independent, or loosely connected,
laboratories that have relevant capabilities into a
coherent Biological Warfare and Terrorism
Forensics Consortium, using policies and
standards developed by the assigned lead agency,
and key stakeholders.

Determine the potential impact and value of
microbial forensics and the NPFBWT on global
nonproliferation, counterproliferation, and
deterrence of biological weapons and bioterrorism.

Execute a national summit on microbial
forensics, in conjunction with the NPFBWT, for key
scientists, agencies, organizations, and
stakeholders to initiate national focus and direction.
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